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(54) Processing electronic messages 

(57) An electronic messaging scheme is described 
that is configurable to prevent intentional and uninten- 
tional transmission of electronic messages subject to 
one or more access restriction conditions. In accord- 
ance with one aspect of this electronic messaging 


scheme, an electronic message is interrogated for an 
access restriction notice in responseto a user command 
to transmit the electronic message (step 52), and a de- 
tected access restriction notice is responded to in ac- 
cordance with a prescribed transmission policy (step 
58). 
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Description 

TECHNICAL FIELD 

[0001 ] This invention relates to systems and methods 
for processing electronic messages. 

BACKGROUND 

[0002] Electronic messaging services, including elec- 
tronic mail, voice mail and digital facsimile (or fax), are 
common in today's business and home environments. 
Electronic messaging is a powerful communications tool 
that enables users to exchange information and collab- 
orate across great distances and disparate time zones. 
Electronic messaging systems typically allow users to 
exchange messages over a network, including a com- 
mon local area network (LAN) and an external network 
(e.g., the Internet). Electronic messaging systems also 
typically allow users to save, copy, and forward received 
messages. Many electronic messaging systems pro- 
vide universal or unified messaging services for han- 
dling arbitrarily complex multimedia objects. For exam- 
ple, the Xpressions™ unified messaging system (avail- 
able from Siemens Information and Communication 
Networks, Inc. of Boca Raton, Florida, U.S.A.) provides 
unified messaging services for handling voice mail, fax, 
e-mail and other types of electronic media. The Xpres- 
sions™ system provides an all-in-one mailbox (or per- 
sonal message) center that users may access with a 
computer or a telephone to manage their messages. 
[0003] A wide variety of digital content types may be 
transmitted through today's electronic messaging sys- 
tems. A substantial amount of digital content, however, 
is subject to certain access restriction conditions. For 
example, some digital content (e.g., copyrighted works, 
such as textual works, musical works and video works) 
may not be copied or transmitted without the authoriza- 
tion of the copyright owner. Other digital content (e.g., 
proprietary works, confidential works and for internal 
use only works) may be copied and transmitted, but only 
a limited number of people may be authorized to have 
access to that content. 

SUMMARY 

[0004] The invention features an electronic messag- 
ing scheme that is configurable to prevent intentional 
and unintentional transmission of electronic messages 
subject to one or more access restriction conditions. 
[0005] In one aspect, the invention features an elec- 
tronic messaging scheme in which an electronic mes- 
sage is interrogated for an access restriction notice in 
response to a user command to transmit the electronic 
message, and a detected access restriction notice is re- 
sponded to in accordance with a prescribed transmis- 
sion policy. 

[0006] Embodiments of the invention may include one 


or more of the following features. 
[0007] The electronic message may be interrogated 
by detecting an ownership notice (e.g., a copyright no- 
tice) in the electronic message. An ownership notice 
5 may be detected by comparing one or more characters 
in the electronic message to one or more stored owner- 
ship notice representations. An ownership notice may 
be detected by interrogating a header component of the 
electronic message. 
10 [0008] Characters in an image component of the elec- 
tronic message (e.g., a still image or a video image) may 
be translated into computer-readable character repre- 
sentations. An access restriction notice may be detect- 
ed by comparing one or more translated computer-read- 
*5 able character representations to one or more stored ac- 
cess restriction representations. 
[0009] A detected access restriction notice may be re- 
sponded to in a variety of ways. For example, a detected 
access restriction may be responded to by blocking 
20 transmission of the electronic message in response to 
a detected access restriction notice. A detected access 
restriction notice may be responded to by enabling a us- 
er or a system administrator to override a blocked elec- 
tronic message transmission. A detected access restric- 
ts tion notice may be responded toby displaying a report 
to a user in response to a detected access restriction 
notice. A detected access restriction notice may be re- 
sponded to by displaying to a user a message reporting 
that the electronic message cannot be transmitted be- 
so cause of a detected access restriction. A detected ac- 
cess restriction notice may be responded to by display- 
ing to a user a message reporting that a fee must be 
paid to enable transmission of the electronic message. 
[001 0] Among the advantages of the invention are the 
35 following. 

[0011] The invention protects users and their employ- 
ers from potential liability (e.g., liability to copyright own- 
ers for unauthorized reproduction or distribution of their 
copyrighted works) and potential loss of corporate as- 

40 sets (e.g., trade secret information) that otherwise could 
result from the intentional or unintentional distribution of 
certain kinds of electronic messages. 
[0012] Other features and advantages of the inven- 
tion will become apparent from the following description, 

45 including the drawings and the claims. 

DESCRIPTION OF DRAWINGS 


[0013] 

50 

FIG. 1 is a block diagram of a universal messaging 
system, including a universal message server, a 
communications server and a plurality of communi- 
cations terminals. 
55 FIG. 2 is a block diagram of the universal message 
server of FIG. 1, including an access restriction fil- 
ter. 

FIG. 3 is a flow diagram of a method of processing 
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electronic messages. 

FIG. 4 is a flow diagram of a method of interrogating 
an electronic message for an access restriction no- 
tice. 

FIG. 5 is a flow diagram of a method of responding 
to a detected access restriction notice in accord- 
ance with a prescribed transmission policy. 

DETAILED DESCRIPTION 

[0014] Referring to FIG. 1 , in one embodiment, a uni- 
versal messaging system 1 0 (e.g., an Xpressions™ uni- 
versal messaging system, available from Siemens In- 
formation and Communication Networks of Boca Raton, 
Florida, U.S.A.) includes a universal message server 12 
(e.g., an Exchange server available from Microsoft Cor- 
poration of Redmond, Washington, U.S.A.) that is cou- 
pled to a local area network (LAN) 14. A communica- 
tions server 16 couples communications terminals, in- 
cluding a fax machine 18 and a telephone 20, to LAN 
14. In addition, one or more personal computers (or 
workstations) 22 may be coupled to LAN 14, LAN 14 is 
coupled to an external network 24 (e.g., the Internet) to 
enable users to exchange messages with people who 
are not directly connected to the local area network. Uni- 
versal message server 1 2 handles the receipt and trans- 
mission of electronic messages from a variety of differ- 
ent message sources 26, including e-mail messages 28, 
voice mail messages 30, fax messages 32 and video 
messages 34. Universal message server 12 provides a 
single repository for e-mail messages 28, voice mail 
messages 30, fax messages 32 and video messages 
34. In operation, universal messaging system 10 pro- 
vides unified messaging services for handling voice 
mail, fax, e-mail and other media types. In particular, uni- 
versal messaging system 1 0 provides an all-in-one mail- 
box or personal message center that users may access 
to manage their electronic messages using a personal 
computer or a telephone (and in some embodiments us- 
ing a personal digital assistant (PDA) or an Internet-en- 
abled digital phone). 

[0015] As shown in FIG. 2 and explained in detail be- 
low, universal message server 12 includes an access 
restriction filter 40 that is configurable to prevent inten- 
tional and unintentional transmission of electronic mes- 
sages subject to one or more access restriction condi- 
tions. In this way, access restriction filter can protect us- 
ers and their employers from potential liability (e.g., lia- 
bility to copyright owners for unauthorized reproduction 
or distribution of their copyrighted works) and potential 
loss of corporate assets (e.g., trade secret information) 
that otherwise could result from the intentional or unin- 
tentional distribution of certain kinds of electronic mes- 
sages. 

[0016] Referring to FIGS. 2 and 3, in one embodi- 
ment, access restriction filter 40 includes a message in- 
terrogator 42 that is configured to interrogate or check 
an electronic message for an access restriction notice. 


Access restriction filter 40 also includes one or more 
prescribed transmission policies 44 specifying the way 
in which access restriction filter 40 responds to detected 
access restriction notices. As shown in FIG. 3, in one 

5 embodiment, access restriction fitter 40 is configured to 
process an electronic message as follows. In response 
to a user command to transmit an electronic message 
(step 50), access restriction filter 40 interrogates the 
electronic message for an access restriction notice (step 

10 52). If an access restriction notice is not detected (step 
54), the message is transmitted (step 56); otherwise, ac- 
cess restriction filter 40 responds in accordance with 
one or more of the prescribed transmission policies 44 
(step 58). 

15 [0017] As used herein, the term "electronic message" 
refers broadly to an encapsulation of one or more data 
objects each of which may include any type of electronic 
content, including text, graphics, data, digitized voice 
and image content. An electronic message may include 

20 a primary message and any number of attachments. In 
addition, the term "access restriction notice" is intended 
to refer to any notice restricting access to information 
associated with the notice. Exemplary access restriction 
noticesinclude"Copyright, ,M, Confidential l ""Attorney-Cli- 

25 ent Privileged" or "Attorney Work Product," "Proprietary" 
and "internal Use Only." 

[0018] Referring to FIG. 4, in one embodiment, the 
way in which access restriction filter 40 interrogates an 
electronic message depends on the type of content con- 
30 tained in the message. If the electronic message con- 
tains computer-readable characters (e.g., text repre- 
sented by ASCII codes) (step 60), characters in the 
message are compared to one or more stored access 
restriction notices (step 62). For example, if the elec- 
ts tronic message contains an e-mail message or a text 
document, access restriction filter 40 may search the 
entire e-mail message or text document for a copyright 
notice symbol (©). Alternatively, access restriction filter 
40 may search the entire e-mail message or text docu- 
40 ment for certain kinds of access restriction notices (e. 
g., "Confidential," "Proprietary 1 ' and "Internal Use On- 
ly n ). With respect to certain multimedia files that include 
text headers, such as audio files (e.g., MP3 files and 
WAV files), access restriction filter 40 may search the 
45 header for any access restriction notice. If an access 
restriction notice is detected (step 64), access restriction 
filter 40 responds in accordance with one or more pre- 
scribed message transmission policies (step 66). If the 
electronic message contains a still image (e.g., a TIF, 
so XIF, BMP, JPEG, GIF or PDF image) (step 68), access 
restriction filter 40 translates characters in the image in- 
to a computer-readable format (e.g., ASCII codes) (step 
70). Conventional character recognition technology 
may be used to translate the image data into computer- 
55 readable form. The translated characters are compared 
to one or more stored access restriction notices (step 
72). If an access restriction notice is detected (step 74), 
access restriction filter 40 responds in accordance with 
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report to a user in response to a detected access sage, 
restriction notice (steps 108, 112). 

7. An electronic messaging method, comprising 

5 

interrogating an electronic message for an ac- 
cess restriction notice in response to a user 
command to transmit the electronic message 
(step 52), and 

responding to a detected access restriction no- to 
tice in accordance with a prescribed transmis- 
sion policy (step 58). 

8. The method of claim 7, wherein interrogating the 
electronic message comprises detecting an owner- '5 
ship notice in the electronic message. 

9. The method of claim 7, further comprising translat- 
ing characters in a still image or a video image com- 
ponent of the electronic message into computer- 20 
readable character representations (step 70). 

1 0. The method of claim 7, wherein responding to a de- 
tected access restriction notice comprises blocking 
transmission of the electronic message in response 25 
to a detected access restriction notice (step 106). 

11. The method of claim 10, wherein responding to a 
detected access restriction notice comprises ena- 
bling a user or a system administrator to override a 30 
blocked electronic message transmission. 

12. The method of claim 7, wherein responding to a de- 
tected access restriction notice comprises display- 
ing a report to a user in response to a detected ac- 35 
cess restriction notice (steps 108, 112). 

13. A computer-readable medium comprising: 

computer-readable code, said code providing <o 
instructions for interrogating an electronic mes- 
sage for an access restriction notice in re- 
sponse to a user command to transmit the elec- 
tronic message (step 52) and for responding to 
a detected access restriction notice in accord- 45 
ance with a prescribed transmission policy 
(step 58). 

14. The method of claim 7, wherein interrogating the 
electronic message comprises detecting a "confi- so 
dential" notice, an "internal use only" notice or an 
"attorney-client privileged" or "attorney work prod- 
uct" notice. 

15. The system of claim 1 , wherein the access restric- ss 
tion filter (40) is configured to detect a "confidential ," 
"internal use only," "attorney-client privileged," "at- 
torney work product" notice in the electronic mes- 
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